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What is the Internet?
Our goal: 
 get “feel” and 

terminology
 Work out some 

examples (Web, 
email, DNS)

Overview (Part One):
 what’s the Internet?
 what’s a protocol?
 network edge; hosts, access 

net, physical media
 network core: packet/circuit 

switching, Internet structure
 protocol layers, service models
 history



Structure of these slides

The slides contain general information, and 
details on selected topics about the 
Internet

Not all the details can be covered  in 2 
hours !

Lecture “a la carte”: let me know what is 
most interesting to go deeper, and we'll 
skip the rest
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What’s the Internet: “nuts and bolts” view

 millions of connected 
computing devices: 
hosts = end systems 
  running network 

apps Home network

Institutional network

Mobile network

Global ISP

Regional ISP

router

PC

server

wireless
laptop
cellular 
handheld

wired
links

access 
points

 communication links
 fiber, copper, 

radio, satellite

 routers: forward 
packets (chunks of 
data)
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What’s the Internet: “nuts and bolts” view

 protocols control sending, 
receiving of msgs
 e.g., TCP, IP, HTTP, Skype,  

Ethernet

 Internet: “network of 
networks”
 loosely hierarchical
 public Internet versus 

private intranet

Home network

Institutional network

Mobile network

Global ISP

Regional ISP
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What’s the Internet: a service view
 communication 

infrastructure enables 
distributed applications:
 Web, VoIP, email, games, 

e-commerce, file sharing
 communication services 

provided to apps:
 reliable data delivery 

from source to 
destination

 “best effort” (unreliable) 
data delivery
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What’s a protocol?
human protocols:
 “what’s the time?”
 “I have a question”
 introductions

… specific msgs sent
… specific actions 

taken when msgs 
received, or other 
events

network protocols:
 machines rather than 

humans
 all communication 

activity in Internet 
governed by protocols

protocols define format, 
order of msgs sent and 
received among network 

entities, and actions taken 
on msg transmission, receipt 
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What’s a protocol?
a human protocol and a computer network protocol:

Q: Other human protocols? 

Hi

Hi
Got the
time?
2:00

TCP connection
 request
TCP connection
response
Get http://www.awl.com/kurose-ross

<file>
time
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The network edge:
 end systems (hosts):

 run application programs
 e.g. Web, email
 at “edge of network”

client/server

peer-peer

 client/server model
 client host requests, receives 

service from always-on server
 e.g. Web browser/server; email 

client/server
 peer-peer model:

  minimal (or no) use of 
dedicated servers

 e.g. Skype,  BitTorrent



How do we connect to the 
Internet??
See next slides...



telephone
network Internet

home
dial-up
modem

ISP
modem
(e.g., AOL)

home
PC

central 
office

 Uses existing telephony infrastructure
 Home is connected to central office

 up to 56Kbps direct access to router (often less)
 Can’t surf and phone at same time: not “always on”

Dial-up Modem



telephone
network

DSL
modem

home
PC

home
phone

Internet

DSLAM

Existing phone
 line

splitter

central
office

Digital Subscriber Line (DSL)

 Also uses existing telephone infrastruture
 up to 1 Mbps upstream
 up to 8 Mbps downstream 
 dedicated physical line to telephone central office



100 Mbps

100 Mbps

100 Mbps
1 Gbps

server

Ethernet
switch

Institutional
router

To Institution’s
ISP

Ethernet Internet access

 Typically used in companies, universities, etc
 10 Mbs, 100Mbps, 1Gbps, 10Gbps Ethernet
 Today, end systems typically connect into Ethernet 

switch
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Wireless access networks
 shared wireless access 

network connects end system 
to router
 via base station aka “access 

point”
 wireless LANs:

 802.11b/g (WiFi): 11 or 54  Mbps
 wider-area wireless access

 provided by telco operator
 ~1Mbps over cellular system 
 next up (?): WiMAX (10’s Mbps) 

over wide area

base
station

mobile
hosts

router
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Home networks
Typical home network components: 
 DSL or cable modem
 router/firewall/NAT
 Ethernet
 wireless access
    point

wireless
access 
point

wireless
laptops

router/
firewall

cable
modem

to/from
cable

headend

Ethernet
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The Network Core

 mesh of interconnected 
routers

 the fundamental 
question: how is data 
transferred through net?
 circuit switching: 

dedicated circuit per 
call: telephone net

 packet-switching: data 
sent thru net in 
discrete “chunks”



What is the difference?

What is the difference between the internet 
and the telephone network?

See next slides....
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Network Core: Circuit Switching
network resources (e.g., bandwidth) 

divided into “pieces”
 pieces allocated to calls
 resource piece idle if not used by owning 

call (no sharing)
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Network Core: Circuit Switching

End-end resources 
reserved for “call”

 link bandwidth,  switch 
capacity

 dedicated resources: 
no sharing

 circuit-like 
(guaranteed) 
performance

 call setup required
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Network Core: Packet Switching
each end-end data stream 

divided into packets
 user A, B packets share 

network resources 
 each packet uses full link 

bandwidth 
 resources used as needed 

resource contention: 
 aggregate resource 

demand can exceed 
amount available

 congestion: packets 
queue, wait for link use

 store and forward: 
packets move one hop 
at a time
 Node receives complete 

packet before forwarding
Bandwidth division into “pieces”

Dedicated allocation
Resource reservation
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Packet switching versus circuit switching

 1 Mb/s link
 each user: 

 100 kb/s when “active”
 active 10% of time

 circuit-switching: 
 10 users

 packet switching: 
 with 35 users, 

probability > 10 active 
at same time is less 
than .0004

Packet switching allows more users to use network!

N users
1 Mbps link



 Introduction 1-22

Packet switching versus circuit switching

 great for bursty data
 resource sharing
 simpler, no call setup

 excessive congestion: packet delay and loss
 protocols needed for reliable data transfer, 

congestion control
 Q: How to provide circuit-like behavior?

 bandwidth guarantees needed for audio/video apps
 still an unsolved problem 

Is packet switching a “slam dunk winner?”



How is the Internet organized?

See next slides...
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Internet structure: network of networks

 roughly hierarchical
 at center: “tier-1” ISPs (e.g., Verizon, Sprint, AT&T, 

Cable and Wireless), national/international coverage
 treat each other as equals

Tier 1 ISP

Tier 1 ISP

Tier 1 ISP

Tier-1 
providers 
interconnect 
(peer) 
privately
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Tier-1 ISP: e.g., Sprint

…

to/from customers

peering

 to/from backbone

…
.

………

POP: point-of-presence
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Internet structure: network of networks

 “Tier-2” ISPs: smaller (often regional) ISPs
 Connect to one or more tier-1 ISPs, possibly other tier-2 ISPs

Tier 1 ISP

Tier 1 ISP

Tier 1 ISP

Tier-2 ISPTier-2 ISP

Tier-2 ISP Tier-2 ISP

Tier-2 ISP

Tier-2 ISP pays 
tier-1 ISP for 
connectivity to 
rest of Internet
 tier-2 ISP is 
customer of
tier-1 provider

Tier-2 ISPs 
also peer 
privately with 
each other.
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Internet structure: network of networks

 “Tier-3” ISPs and local ISPs 
 last hop (“access”) network (closest to end systems)

Tier 1 ISP

Tier 1 ISP

Tier 1 ISP

Tier-2 ISPTier-2 ISP

Tier-2 ISP Tier-2 ISP

Tier-2 ISP

local
ISPlocal

ISP
local
ISP

local
ISP

local
ISP Tier 3

ISP

local
ISP

local
ISP

local
ISP

Local and tier- 
3 ISPs are 
customers of
higher tier 
ISPs
connecting 
them to rest 
of Internet
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Internet structure: network of networks

 a packet passes through many networks!

Tier 1 ISP

Tier 1 ISP

Tier 1 ISP

Tier-2 ISPTier-2 ISP

Tier-2 ISP Tier-2 ISP

Tier-2 ISP

local
ISPlocal

ISP
local
ISP

local
ISP

local
ISP Tier 3

ISP

local
ISP

local
ISP

local
ISP
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Protocol “Layers”
Networks are complex! 
 many “pieces”:

 hosts
 routers
 links of various 

media
 applications
 protocols
 hardware, 

software

Question: 
Is there any hope of 
organizing structure of 
network?

Or at least our discussion 
of networks?



Here is a model to understand 
more about the Internet!
You can go as deep as you wish around a good 

model (software, hardware, telecom)

See next slides...
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Organization of air travel

 a series of steps

ticket (purchase)

baggage (check)

gates (load)

runway takeoff

airplane routing

ticket (complain)

baggage (claim)

gates (unload)

runway landing

airplane routing

airplane routing
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ticket (purchase)

baggage (check)

gates (load)

runway (takeoff)

airplane routing

departure
airport

arrival
airport

intermediate air-traffic
control centers

airplane routing airplane routing

ticket (complain)

baggage (claim

gates (unload)

runway (land)

airplane routing

ticket

baggage

gate

takeoff/landing

airplane routing

Layering of airline functionality

Layers: each layer implements a service
 via its own internal-layer actions
 relying on services provided by layer below
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Why layering?
Dealing with complex systems:
 explicit structure allows identification, 

relationship of complex system’s pieces
 layered reference model for discussion

 modularization eases maintenance, updating of 
system
 change of implementation of layer’s service 

transparent to rest of system
 e.g., change in gate procedure doesn’t affect 

rest of system
 layering considered harmful?
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Internet protocol stack
 application: supporting network 

applications
 FTP, SMTP, HTTP

 transport: process-process data 
transfer
 TCP, UDP

 network: routing of datagrams from 
source to destination
 IP, routing protocols

 link: data transfer between 
neighboring  network elements
 PPP, Ethernet

 physical: bits “on the wire”

application

transport

network

link

physical
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source
application
transport
network

link
physical

HtHn M

segment Ht

datagram

destination
application
transport
network

link
physical

HtHnHl M
HtHn M
Ht M

M

network
link

physical

link
physical

HtHnHl M
HtHn M

HtHn M

HtHnHl M

router

switch

Encapsulation
message M

Ht M

Hn

frame



Dangers over the Internet

See next slides....



 Introduction 1-37

Network Security
 The field of network security is about:

 how bad guys can attack computer networks
 how we can defend networks against attacks
 how to design architectures that are immune to 

attacks
 Internet not originally designed with 

(much) security in mind
 original vision: “a group of mutually trusting 

users attached to a transparent network” 
 Internet protocol designers playing “catch-up”
 Security considerations in all layers!
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Bad guys can put malware into 
hosts via Internet
 Malware can get in host from a virus, worm, or 

trojan horse.

 Spyware malware can record keystrokes, web 
sites visited, upload info to collection site.

 Infected host can be enrolled in a botnet, used 
for spam and DDoS attacks.

 Malware is often self-replicating: from an 
infected host, seeks entry into other hosts
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Bad guys can put malware into 
hosts via Internet
 Trojan horse

 Hidden part of some 
otherwise useful 
software

 Today often on a Web 
page (Active-X, plugin)

 Virus
 infection by receiving 

object (e.g., e-mail 
attachment), actively 
executing

 self-replicating: 
propagate itself to 
other hosts, users

 Worm:
 infection by passively 

receiving object that gets 
itself executed

 self- replicating: propagates 
to other hosts, users
Sapphire Worm: aggregate scans/sec

 in first 5 minutes of outbreak (CAIDA, UWisc data)
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Bad guys can attack servers and 
network infrastructure
 Denial of service (DoS): attackers make resources 

(server, bandwidth) unavailable to legitimate traffic 
by overwhelming resource with bogus traffic

1.select target
1.break into hosts around 
the network (see botnet)

1.send packets toward 
target from compromised 
hosts

target
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The bad guys can sniff packets
Packet sniffing: 

 broadcast media (shared Ethernet, wireless)
 promiscuous network interface reads/records all 

packets (e.g., including passwords!) passing by

A

B

C

src:B dest:A     payload

 Wireshark software used for end-of-chapter 
labs is a (free) packet-sniffer
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The bad guys can use false source 
addresses
 IP spoofing: send packet with false source address

A

B

C

src:B dest:A     payload
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The bad guys can record and 
playback

 record-and-playback: sniff sensitive info (e.g., 
password), and use later
 password holder is that user from system point of 

view

A

B

C

src:B dest:A     user: B; password: foo



Internet history?!

See next slides....
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Internet History

 1961: Kleinrock - queueing 
theory shows 
effectiveness of packet-
switching

 1964: Baran - packet-
switching in military nets

 1967: ARPAnet conceived 
by Advanced Research 
Projects Agency

 1969: first ARPAnet node 
operational

 1972: 
 ARPAnet public demonstration
 NCP (Network Control Protocol) 

first host-host protocol 
 first e-mail program
 ARPAnet has 15 nodes

1961-1972: Early packet-switching principles
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Internet History

 1970: ALOHAnet satellite 
network in Hawaii

 1974: Cerf and Kahn - 
architecture for 
interconnecting networks

 1976: Ethernet at Xerox 
PARC

 late70’s: proprietary 
architectures: DECnet, SNA, 
XNA

 late 70’s: switching fixed 
length packets (ATM 
precursor)

 1979: ARPAnet has 200 nodes

Cerf and Kahn’s internetworking 
principles:

 minimalism, autonomy - 
no internal changes 
required to interconnect 
networks

 best effort service model
 stateless routers
 decentralized control

define today’s Internet 
architecture

1972-1980: Internetworking, new and proprietary nets
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Internet History

 1983: deployment of 
TCP/IP

 1982: smtp e-mail 
protocol defined 

 1983: DNS defined for 
name-to-IP-address 
translation

 1985: ftp protocol 
defined

 1988: TCP congestion 
control

 new national networks: 
Csnet, BITnet, 
NSFnet, Minitel

 100,000 hosts 
connected to 
confederation of 
networks

1980-1990: new protocols, a proliferation of networks
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Internet History

 Early 1990’s: ARPAnet 
decommissioned

 1991: NSF lifts restrictions on 
commercial use of NSFnet 
(decommissioned, 1995)

 early 1990s: Web
 hypertext [Bush 1945, Nelson 

1960’s]
 HTML, HTTP: Berners-Lee
 1994: Mosaic, later Netscape
 late 1990’s: 

commercialization of the Web

Late 1990’s – 2000’s:
 more killer apps: instant 

messaging, P2P file sharing
 network security to 

forefront
 est. 50 million host, 100 

million+ users
 backbone links running at 

Gbps

1990, 2000’s: commercialization, the Web, new apps
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Internet History

2007:
 ~500 million hosts
 Voice, Video over IP
 P2P applications: BitTorrent 

(file sharing) Skype (VoIP), 
PPLive (video)

 more applications: YouTube, 
gaming

 wireless, mobility
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Part Two: Popular  applications 
and protocols

– client-server 
paradigm

v peer-to-peer 
paradigm

❒ popular application-
level protocols
v HTTP
v e-mail
v DNS
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Creating a network app
write programs that

v run on (different) end systems
v communicate over network
v e.g., web server software 

communicates with browser 
software

No need to write software for 
network-core devices

v Network-core devices do not 
run user applications 

v applications on end systems  
allows for rapid app 
development, propagation

application
transport
network
data link
physical

application
transport
network
data link
physical

application
transport
network
data link
physical
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Application architectures

❒ Client-server
v Including data centers / cloud computing

❒ Peer-to-peer (P2P)
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Processes communicating

Process: program running 
within a host.

❒ processes in different 
hosts communicate by 
exchanging messages

Client process: process 
that initiates 
communication
Server process: process 
that waits to be 
contacted
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Client-server architecture
server: 

v always-on host
v permanent IP address
v server farms for scaling

clients:
v communicate with server
v may be intermittently 

connected
v may have dynamic IP addresses
v do not communicate directly 

with each other

client/server
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Pure P2P architecture

❒ no always-on server
❒ arbitrary end systems 

directly communicate
❒ peers are intermittently 

connected and change IP 
addresses

Highly scalable but 
difficult to manage

peer-peer
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App-layer protocol defines
❒ Types of messages 

exchanged, 
v e.g., request, response 

❒ Message syntax:
v what fields in messages & how 

fields are delineated
❒ Message semantics 

v meaning of information in 
fields

❒ Rules for when and how 
processes send & respond to 
messages

Public-domain 
protocols:
❒ defined in RFCs
❒ allows for 

interoperability
❒ e.g., HTTP, SMTP, 

BitTorrent
Proprietary protocols:
❒ e.g., Skype
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HTTP protocol and the web
● See next slides....
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Web and HTTP
First some jargon
❒ Web page consists of objects
❒ Object can be HTML file, JPEG image, Java 

applet, audio file,…
❒ Web page consists of base HTML-file which 

includes several referenced objects
❒ Each object is addressable by a URL
❒ Example URL:

www.someplace.com /images/mypicture.jpg
host name and path name

http://www.someplace.com/
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HTTP overview

HTTP: hypertext transfer 
protocol
❒ Web’s application layer protocol
❒ client/server model

v client: browser that requests, 
receives, “displays” Web objects

v server: Web server sends 
objects in response to requests

PC running
Explorer

Server 
running

Apache Web
server

Mac running
Navigator

HTTP request

HTTP request

HTTP response

HTTP response
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HTTP request message

❒ two types of HTTP messages: request, response
❒ HTTP request message:

v ASCII (human-readable format)

GET /somedir/page.html HTTP/1.1
Host: www.someschool.edu 
User-agent: Mozilla/4.0
Connection: close 
Accept-language:fr 
(extra carriage return, line feed) 

request line
(GET, POST, 

HEAD commands)

header
 lines

Carriage return, 
line feed 

indicates end 
of message
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HTTP request message: general format
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Uploading form input

Post method:
❒ Web page often 

includes form input
❒ Input is uploaded to 

server in entity body

URL method:
❒ Uses GET method
❒ Input is uploaded in 

URL field of request 
line:

www.somesite.com/animalsearch?monkeys&banana
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Method types

HTTP/1.1
❒ GET, POST, HEAD
❒ PUT

v uploads file in entity body to path specified in URL 
field

❒ DELETE
v deletes file specified in the URL field
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HTTP response message

HTTP/1.1 200 OK 
Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT 
Server: Apache/1.3.0 (Unix) 
Last-Modified: Mon, 22 Jun 1998 …... 
Content-Length: 6821 
Content-Type: text/html
 
data data data data data ... 

status line
(protocol

status code
status phrase)

header
 lines

data, e.g., 
requested
HTML file
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HTTP response status codes

200 OK
v request succeeded, requested object later in this message

301 Moved Permanently
v requested object moved, new location specified later in 

this message (Location:)
400 Bad Request

v request message not understood by server
404 Not Found

v requested document not found on this server
505 HTTP Version Not Supported

In first line in server->client response message.
A few sample codes:
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User-server state: cookies

Many major Web sites 
use cookies
Four components:
1) cookie header line of 
HTTP response message

2) cookie header line in 
HTTP request message

3) cookie file kept on user’s 
host, managed by user’s 
browser

4) back-end database at 
Web site

Example:
❒ Susan always access 

Internet always from PC
❒ visits specific e-commerce 

site for first time
❒ when initial HTTP 

requests arrives at site, 
site creates: 
v unique ID
v entry in backend 

database for ID
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Cookies: keeping “state” (cont.)
client server

usual http response msg

usual http response msg

cookie file

one week later:

usual http request msgcookie: 1678 cookie-
specific
action

access

ebay 8734
usual http request msg Amazon server

creates ID
1678 for user create

    entry

usual http response Set-cookie: 1678 
ebay 8734
amazon 1678

usual http request msgcookie: 1678 cookie-
spectific
action

access
ebay 8734
amazon 1678

backend
database
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Cookies (continued)
What cookies can bring:
❒ authorization
❒ shopping carts
❒ recommendations
❒ user session state 

(Web e-mail)

Cookies and privacy:
❒ cookies permit sites to 

learn a lot about you
❒ you may supply name and e-

mail to sites

aside

How to keep “state”:
❒ protocol endpoints: maintain state at 

sender/receiver over multiple transactions
❒ cookies: http messages carry state
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E-mail protocols
● See next slides...
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Electronic Mail
Three major components: 
❒ user agents 
❒ mail servers 
❒ simple mail transfer 

protocol: SMTP

User Agent
❒ a.k.a. “mail reader”
❒ composing, editing, reading 

mail messages
● e.g., Eudora, Outlook, 

elm, Thunderbird

❒ outgoing, incoming messages 
stored on server

user mailbox

outgoing 
message queue

mail
server

user
agent

user
agent

user
agent

mail
server

user
agent

user
agent

mail
server

user
agent

SMTP

SMTP

SMTP
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Electronic Mail: mail servers

Mail Servers 
❒ mailbox contains incoming 

messages for user
❒ message queue of outgoing (to 

be sent) mail messages
❒ SMTP protocol between mail 

servers to send email 
messages
v client: sending mail server
v “server”: receiving mail 

server

mail
server

user
agent

user
agent

user
agent

mail
server

user
agent

user
agent

mail
server

user
agent

SMTP

SMTP

SMTP
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Scenario: Alice sends message to Bob
1) Alice uses UA to compose 
message and “to” 
bob@someschool.edu
2) Alice’s UA sends message 
to her mail server; message 
placed in message queue
3) Client side of SMTP opens 
TCP connection with Bob’s mail 
server

4) SMTP client sends Alice’s 
message over the TCP 
connection
5) Bob’s mail server places the 
message in Bob’s mailbox
6) Bob invokes his user agent 
to read message

user
agent

mail
server

mail
server user

agent

1

2 3 4 5
6
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Sample SMTP interaction
     S: 220 hamburger.edu 
     C: HELO crepes.fr 
     S: 250  Hello crepes.fr, pleased to meet you 
     C: MAIL FROM: <alice@crepes.fr> 
     S: 250 alice@crepes.fr... Sender ok 
     C: RCPT TO: <bob@hamburger.edu> 
     S: 250 bob@hamburger.edu ... Recipient ok 
     C: DATA 
     S: 354 Enter mail, end with "." on a line by itself 
     C: Do you like ketchup? 
     C: How about pickles? 
     C: . 
     S: 250 Message accepted for delivery 
     C: QUIT 
     S: 221 hamburger.edu closing connection
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Mail message format
SMTP: protocol for exchanging
 email msgs
RFC 822: standard for text 
message format:
❒ header lines, e.g.,

v To:
v From:
v Subject:

different from SMTP commands!

❒ body
v the “message”, ASCII characters only

header

body

blank
line
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Mail access protocols

❒ SMTP: delivery/storage to receiver’s server
❒ Mail access protocol: retrieval from server

v POP: Post Office Protocol [RFC 1939]
• authorization (agent <-->server) and download 

v IMAP: Internet Mail Access Protocol [RFC 1730]
• more features (more complex)
• manipulation of stored msgs on server

v HTTP: gmail, Hotmail, Yahoo! Mail, etc.

user
agent

sender’s mail 
server

user
agent

SMTP SMTP access
protocol

receiver’s mail 
server
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POP3 protocol

authorization phase
❒ client commands: 

v user: declare username
v pass: password

❒ server responses
v +OK
v -ERR

transaction phase, client:
❒ list: list message numbers
❒ retr: retrieve message by 

number
❒ dele: delete
❒ quit

            C: list 
     S: 1 498 
     S: 2 912 
     S: . 
     C: retr 1 
     S: <message 1 contents>
     S: . 
     C: dele 1 
     C: retr 2 
     S: <message 1 contents>
     S: . 
     C: dele 2 
     C: quit 
     S: +OK POP3 server signing off

S: +OK POP3 server ready 
C: user bob 
S: +OK 
C: pass hungry 
S: +OK user successfully logged on
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POP3 (more) and IMAP
More about POP3
❒ Previous example uses 

“download and delete” 
mode.

❒ Bob cannot re-read e-
mail if he changes 
client

❒ “Download-and-keep”: 
copies of messages on 
different clients

❒ POP3 is stateless 
across sessions

IMAP
❒ Keep all messages in 

one place: the server
❒ Allows user to 

organize messages in 
folders

❒ IMAP keeps user state 
across sessions:
v names of folders and 

mappings between 
message IDs and folder 
name



 
 2: Application Layer

DNS (How to find a website)
● See next slides....
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DNS: Domain Name System

People: many identifiers:
v SSN, name, passport #

Internet hosts, routers:
v IP address (32 bit) - 

used for addressing 
datagrams

v “name”, e.g., 
ww.yahoo.com - used by 
humans

Q: map between IP 
addresses and name ?

Domain Name System:
❒ distributed database implemented 

in hierarchy of many name servers
❒ application-layer protocol host, 

routers, name servers to 
communicate to resolve names 
(address/name translation)
v note: core Internet function, 

implemented as application-
layer protocol

v complexity at network’s “edge”
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DNS 

Why not centralize DNS?
❒ single point of failure
❒ traffic volume
❒ distant centralized 

database
❒ maintenance

doesn’t scale!

DNS services
❒ hostname to IP 

address translation
❒ host aliasing

v Canonical, alias names
❒ mail server aliasing
❒ load distribution

v replicated Web servers: 
set of IP addresses for 
one canonical name
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Root DNS Servers

com DNS servers org DNS servers edu DNS servers

poly.edu
DNS servers

umass.edu
DNS serversyahoo.com

DNS servers
amazon.com
DNS servers

pbs.org
DNS servers

Distributed, Hierarchical Database

Client wants IP for www.amazon.com; 1st approx:
❒ client queries a root server to find com DNS server
❒ client queries com DNS server to get amazon.com 

DNS server
❒ client queries amazon.com DNS server to get  IP 

address for www.amazon.com
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DNS: Root name servers
❒ contacted by local name server that can not resolve name
❒ root name server:

v contacts authoritative name server if name mapping not known
v gets mapping
v returns mapping to local name server

    13 root name 
servers worldwide

b USC-ISI Marina del Rey, CA
l  ICANN Los Angeles, CA

e NASA Mt View, CA
f  Internet Software C. Palo 
Alto, CA (and 36 other locations)

i Autonomica, Stockholm (plus    
 28 other locations)

k RIPE London (also 16 other locations)

m WIDE Tokyo (also Seoul, 
Paris, SF)

a Verisign, Dulles, VA
c Cogent, Herndon, VA (also LA)
d U Maryland College Park, MD
g US DoD Vienna, VA
h ARL Aberdeen, MD
j  Verisign, ( 21 locations)
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TLD and Authoritative Servers

❒ Top-level domain (TLD) servers:
v  responsible for com, org, net, edu, etc, and all 

top-level country domains uk, fr, ca, jp, it.
– Network Solutions maintains servers for com TLD
– Educause for edu TLD, IIT-CNR for .it domain

❒ Authoritative DNS servers: 
v organization’s DNS servers, providing 

authoritative hostname to IP mappings for 
organization’s servers (e.g., Web, mail).

v can be maintained by organization or service 
provider
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Local Name Server

❒ does not strictly belong to hierarchy
❒ each ISP (residential ISP, company, 

university) has one.
v also called “default name server”

❒ when host makes DNS query, query is sent 
to its local DNS server
v acts as proxy, forwards query into hierarchy
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requesting host
cis.poly.edu

gaia.cs.umass.edu

root DNS server

local DNS server
dns.poly.edu

1

2
3

4

5

6

authoritative DNS server
dns.cs.umass.edu

78

TLD DNS server

DNS name 
resolution example
❒ Host at 

cis.poly.edu wants 
IP address for 
gaia.cs.umass.edu

iterated query:
❒ contacted server 

replies with name of 
server to contact

❒ “I don’t know this 
name, but ask this 
server”
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DNS: caching records
❒ once (any) name server learns mapping, it caches 

mapping
v cache entries timeout (disappear) after some time
v TLD servers typically cached in local name servers

• Thus root name servers not often visited
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